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30 September 2005 
 
 
 
To the TechConnect team: 
 
SeaKay, Inc. and Cisco Systems are submitting this response to the City of San Francisco’s 
RFI/C concerning a Municipal Wireless Network. 
 
We believe that our collaboration has the ingredients to provide a low-cost, high-quality 
wireless system for the City’s residents, agencies, first responders and businesses. 
 
We look forward to responding to questions or comments you may have concerning this 
document. 
 
 
 
 
Yours Sincerely, 
 
 
 
 
 
Harold Galicer     Rob Cassetti 
SeaKay      Cisco Systems 
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Executive Summary 
 
SeaKay, Inc., in collaboration with Cisco Systems Inc. is pleased to submit this proposed 
response to the City and County of San Francisco’s inquiry regarding the provision of 
universal, affordable wireless broadband Internet access to connect all residents of San 
Francisco.  This service would extend to businesses, nonprofit and service organizations, 
city departments, and other governmental agencies throughout the city, and would secure 
San Francisco’s reputation as a city at the forefront of the information economy. 
 
We are proposing an innovative business model that will provide these services as per the 
requirements of the San Francisco RFI/C.  SeaKay, a California Public Benefit Corporation, 
and Cisco Systems have formed the San Francisco Metro Connect (hereafter, SF Metro 
Connect) project in anticipation of providing Wireless and Broadband Internet services to 
San Francisco.   
 
The backbone of SF Metro Connect’s solution is a wireless network that embraces the 
desires and requirements of all key stakeholders (the public, businesses, service providers 
and equipment manufacturers).  We will build the wireless network using new, state of the 
art equipment from Cisco Systems, Inc., and will incorporate and integrate existing City 
infrastructure.  Although the system will be built upon Cisco products, it will be constructed to 
be technologically agnostic.  SF Metro Connect’s solution will allow a variety of Internet 
Service Providers and Equipment Suppliers to offer hardware and content, which will ensure 
that the City gains maximal benefit from the cost effective deployment and maintenance of 
the network.  SeaKay will operate the SF Metro Connect Network for the maximum benefit of 
both the City and Public. 
 
The insertion of a technology refresh clause in the agreement with Cisco Systems will 
assure the City that the network will not become obsolete.  Alliance with a well-capitalized 
market leader such as Cisco Systems will ensure that the City’s relationship with its key 
partners will not be threatened due to bankruptcy, ownership changes or other market 
vagaries.    
 
SF Metro Connect represents an expansion of SeaKay’s Community Networks project, 
founded five years ago by two Cisco Systems Community Fellows. The Community 
Networks project has worked towards bridging the digital divide by designing Neighborhood 
Network Centers, and building both wireless and wired networks for low-income housing 
clients such as One Economy and AIMCO.  SeaKay’s Community Networks project is 
currently converting AIMCO’s Neighborhood Network Centers into sustainable and 
productive community learning centers operated by Cisco Networking Academy students.  
 
SeaKay has been designated a U.S. Housing and Urban Development Neighborhood 
Networks National Partner.  This authorizes SeaKay to help revitalize Neighborhood 
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Network Centers in low-income housing developments that are owned by private companies 
and public agencies.  
 
Cisco Systems has a long history of contributing to the community, via offerings of low cost 
and donated equipment, technology training and workforce development through the Cisco 
Networking Academy, and employee public service through the Cisco Community Fellows 
program.  
 
SF Metro Connect will operate as a project under SeaKay’s fiscal sponsorship, and will be 
structured to operate according to the transparency and accountability expected of a public 
benefit corporation as it effectively employs the renowned resources, expertise, and support 
network of Cisco Systems.     
 
SeaKay and Cisco Systems believe that a collaboration that integrates the advantages and 
best practices of both for profit and not for profit entities will maximize our shared efforts and 
ensure that the interests of San Francisco’s residents are placed first and foremost.  
 
Leveraging the technological expertise and market strength of one of our nation’s premier 
technology providers, SF Metro Connect will also build upon SeaKay’s proven experience in 
providing technology and educational services to low-income residents of San Francisco. 
This is the objective that brought Cisco Systems and SeaKay into a productive working 
relationship. This response details the next steps in this plan, steps which will bring lasting 
value to all of the residents of San Francisco.   
 
SF Metro Connect has reviewed and considered a number of compatible and 
complementary business models for the establishment, testing, operational and 
maintenance phases of this network.  These include:  
 
• A City and SF Public Utilities Commission financed model,  
 
• User fee based model in which ad space is sold on a welcome page for users of the 

network, 
  
• A third party funded model, which includes public and private investment and donations 

of equipment, expertise and services.   
 
Regardless of the model adopted, Cisco Systems has pledged a very generous leasing 
arrangement on all equipment; this arrangement is detailed in Section 3, Response 3.  It is 
expected that complementary solutions will be mixed and matched toward maximal 
efficiency.  SeaKay pledges that record keeping will be held to the highest standards of 
ethics and transparency as is required by a not for profit entity. 
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The deployment and maintenance of the network will be carried out by reputable, Union-
affiliated electronics contractors and will be guaranteed by Cisco Systems, the nation’s 
leader in networking hardware and services.  SeaKay’s technology experts will consult with 
Cisco Systems towards the design of the architecture in order to ensure both maximal 
reliability and fiscal prudence. 
 
SF Metro Connect offers a tremendous opportunity for workforce development to residents 
of the City and County of San Francisco.  Collaborating with the highly respected Cisco 
Networking Academies, a key node of which resides at City College of San Francisco, 
SeaKay and Cisco Systems are committed to training residents in the valuable and 
marketable skills of deploying and maintaining a wireless network such as the one the City is 
envisioning. 
 
It should be noted that SF Metro Connect is not a sole Internet Service Provider solution. 
Our public benefit aspect directs us to stimulate economic growth and development, 
especially in low-income neighborhoods. We see our project working with a wide range 
of ISPs and content providers who have interest in reaching out to San Francisco residents, 
businesses, and government. Our network will allow them targeted access to this market 
and hopefully give rise to a wide range of investments in the community as these companies 
create products and services for our users. 
  
SF Metro Connect’s unique alliance of skills, best practices and key priorities of both the for 
profit and not for profit sectors provides the most flexible and yet most robust and 
sustainable solution to the issues the City seeks to address.   
 
Simply choosing a not for profit service provider or major vendor alone to lead the 
implementation of the comprehensive solution this RFI/C demands could create a host of 
problems for the city. Altruistic visions without substance bring unrealistic solutions and 
challenged working relationships with major vendors. Alternately, San Francisco is not 
seeking avenues that ignore service and are driven exclusively by financial interests.   
 
The key to success resides in this wise and innovative collaboration: SeaKay and Cisco 
Systems present a symbiotic enhancement of each other’s key strengths, creating a 
responsive solution that places the needs of the people of San Francisco first. 
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“Community Wireless Broadband Network, Volume 1:  Company Experience.”   

 
1. SF Metro Connect c/o SeaKay, Inc. 

P.O. Box 78192 
San Francisco, CA 94107 
sfmetroconnect@seakay.org 
415.710.0144 (p) 
415.647.6442 (f) 

 
2. SF Metro Connect is a collaboration established in 2005 by  
– SeaKay, Inc. incorporated 2004 in San Francisco, California;  
– Cisco Systems, incorporated on December 10, 1984 in California. 
 
3. SF Metro Connect has been created by a collaboration between SeaKay and Cisco 

Systems, specifically for this initiative.  The founders and directors of SeaKay are Robb 
Protheroe, Kim Remick, David Fierberg, Anne-Marie Fowler, and Harold Galicer. 

 
The management structure of Cisco Systems is as follows:  
John T. Chambers, President and Chief Executive Officer; Brad Boston, Senior Vice 
President and CIO; Dennis D. Powell, Senior Vice President, Chief Financial Officer; 
James Richardson, Senior Vice President, Chief Marketing Officer; Charles H. 
Giancarlo, Senior Vice President and Chief Development Officer, Cisco Systems, Inc. 
President, Cisco-Linksys LLC; Gregory Akers, Senior Vice President and Chief 
Technology Officer for Global Government Solutions; Gordon Astles, President, Asia 
Pacific Operations; Tony Bates, Senior Vice President, Carrier Core and Multi Services 
Business Unit; Joel Bion, Senior Vice President, Cisco Internet Technologies Group; 
Susan L. Bostrom, Senior Vice President, Internet Business Solutions Group and 
Worldwide Government Affairs; Gary Bridge, Senior Vice President, Internet Business 
Solutions Group; Larry R. Carter, Senior Vice President, Office of the President; 
Howard Charney, Senior Vice President, Office of the President; Kate D. Camp, 
Senior Vice President, Human Resources; Chris Dedicoat, President, European 
Markets;  Doug Dennerline, Senior Vice President, US Enterprise Sales Group; Carlos 
Dominguez, Senior Vice President, US Service Providers Sales Cisco Systems, Inc. ; 
Wim Elfrink, Senior Vice President, Customer Advocacy; Keith Goodwin, Senior Vice 
President, Worldwide Channels; Richard J. Justice, Senior Vice President, Worldwide 
Field Operations; Yasuki Kurosawa, President, Cisco Systems K.K.; Robert Lloyd, 
Senior Vice President of US and Canada Operations; Clifford B. Meltzer, Senior Vice 
President, Network Management Technology Group; Angel L. Mendez, Senior Vice 
President, Worldwide Manufacturing; Gary B. Moore, Senior Vice President, Advanced 
Services; John P. Morgridge, Chairman of the Board; Paul Mountford, President, 
Emerging Markets Theatre; Pankaj Patel, Senior Vice President, Broadband Edge and 
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Midrange Routing Business Unit; Ian Pennell, Senior Vice President, Access Business 
Unit; Joe Pinto, Senior Vice President, Worldwide Technical Support; Randy Pond, 
Senior Vice President, Operations, Processes, and Systems; Donald R. Proctor, 
Senior Vice President, Voice Technology Group; Carl Redfield, Senior Vice President, 
New England Executive Sponsor; Manny Rivelo, Senior Vice President, Worldwide 
Field Process & Operations; Daniel Scheinman, Senior Vice President, Corporate 
Development; Jayshree Ullal, Senior Vice President, Data Center, Switching and 
Security Technology Group; Mike Volpi, Senior Vice President, Service Provider Group 
and Routing Technology Group. 
  
 

4. Over the past four years, SeaKay technical staff has been involved in surveying and 
planning networks, and in installing wired and wireless networks in more than 50 low-
income housing properties across the country. These projects have been done at the 
behest of for profit companies such as AIMCO, and not for profit organizations such as 
One Economy.  Very often, SeaKay’s Community Networks have utilized donated Cisco 
Systems materials, sourced directly from the company or via intermediaries.  Currently, 
SeaKay is operating and staffing, and coordinating community education and workforce 
development initiatives for four Neighborhood Network Centers, located in San 
Francisco, San Jose, and Philadelphia, PA.  

 
Cisco Systems is the worldwide leader in networking for the Internet. Today, networks 
are an essential part of business, education, government and home communications, 
and Cisco Internet Protocol-based (IP) networking solutions are the foundation of these 
networks. Cisco hardware, software, and service offerings are used to create Internet 
solutions that allow individuals, companies, and countries to increase productivity, 
improve customer satisfaction and strengthen 
competitive advantage. The Cisco name has 
become synonymous with the Internet, as well 
as with the improvements to productivity that 
Internet business solutions provide.  

Cisco Systems’ vision is to change the way 
people work, live, play and learn.  Cisco 
Systems applauds the efforts of the City and 
County of San Francisco to utilize technology 
as a catalyst for improving efficiencies and 
collaboration between City agencies, and the 
delivery of new services to the broad spectrum 
of communities represented across the city.  
Cisco Systems shares San Francisco’s vision for a connected community that 
enables students, residents, City workers and visitors to connect within a global 
classroom and marketplace.  As the leader in both wired and wireless communications, 
Cisco Systems is currently engaged in numerous efforts to help people connect and 
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collaborate across the globe - in both small rural towns and large metropolitan cities 
empowerment, trust, integrity, and giving back to the community.  These same values 
thrive at Cisco Systems today. 

The company focuses on three areas of corporate philanthropy: providing basic human 
needs, providing access to education, and promoting responsible citizenship. This past 
year, Cisco Systems supported important community efforts such as the American Red 
Cross, One Economy and the Second Harvest Food Bank, as well as global initiatives, 
including co-sponsorship of the Jordan Education Initiative. Cisco employees are active 
in the community through the Cisco Foundation, Civic Councils and the Cisco 
Leadership Fellows Program. 

To help foster access to education and professional opportunities around the world, the 
company has founded the Cisco Networking Academy Program, dedicated to providing 
students with the education and resources they need to design, build, and maintain 
computer networks. By combining education and the Internet, Cisco Networking 
Academies help students around the world acquire the necessary skills for IT-related 
jobs and for higher education in engineering, computer science, and related fields.  It is 
expected that this knowledge and experience will ultimately allow them to aid the 
development of their countries and their local economies. Now in its sixth year, the 
program has more than 10,000 academies in 152 countries. 

 
5. SeaKay has worked in San Francisco at Aimco Corporation’s Bayview/Hunter’s Point 

housing properties (All Hallows and Bayview properties) for the past 2 years.  After 
creating a wiring plan and installing both a wired and wireless network, SeaKay is now 
employing local students from Cisco Network Academies in leadership roles at the 
Neighborhood Network Centers.   

Cisco Systems’ familiarity with and operating experience in the San Francisco region is 
diverse.  Below is a sampling of customers with whom Cisco Systems has partnered 
with on WiFi deployments: 

San Francisco State University 

San Francisco Unified School District 

San Francisco International Airport (via T-Mobile) 

The Moscone Center 

City and County of San Francisco, Department of Public Health  

University of California San Francisco Medical Center 

Starbucks (via T-Mobile) 

Pacific Stock Exchange 

Oracle Corporation 
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Starwood Hotels & Resorts Worldwide (Westin, Sheraton Hotels, W, St. 
Regis) 

Stanford University  

University of California, Berkeley 

County of Alameda Sheriff’s Department 

 
6. SF Metro Connect is adept at creating positive and effective relationships between 

private, public and not for profit entities.   
 

SeaKay has pioneered a solution to the difficult issue of staffing Neighborhood Network 
Centers by bringing in the local resources of community colleges.  SeaKay has created 
workforce development opportunities for mid-career professionals as well as students 
new to the workforce; both serve as technology teachers and trainers for underserved 
populations in the properties.  SeaKay has also developed a 3rd party support 
mechanism by sourcing donated products (often Cisco Systems products) as well as 
financial contributions and investments for this important initiative. 

Since 1999 Cisco Systems has been deploying wireless and broadband technologies in 
partnership with local governments in rural and metropolitan communities (two brief 
customer success stories for City of Baltimore Police Department and City of 
Fredericton are attached as Appendix 1 and 2).  The key business drivers for these 
deployments included:  

• economic development,  

• public safety,  

• bridging the Digital Divide,  

• improved healthcare services,  

• enhanced transportation services,  

• Homeland Security.   

In the June 2005 Gartner Group Magic Quadrant report on Wireless LAN infrastructure, 
Cisco Systems scored the highest ranking of all vendors for “Ability to Execute” and 
“Completeness of Vision”.   

In 2005, Cisco Systems completed an acquisition of Airespace Inc.  The Airespace 
family of wireless products broadened and deepened Cisco Systems’ already robust 
wireless portfolio.  The Airespace acquisition delivers a centralized management 
architecture, enabling a lower total cost of ownership for customers deploying hundreds 
or thousands of wireless access points.  The ability to centrally manage access points 
across a metropolitan area is a key competitive advantage for the Cisco/Airespace 
portfolio which has been integrated with existing Cisco Systems’ wireless products.  In 
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addition, the Airespace acquisition resulted in Cisco Systems’ recent announcement of 
an outdoor mesh platform ideally suited for citywide WiFi deployments. 

San Francisco is well versed in the variety of applications enabled by a coupling of 
wireless and broadband technologies.  Cisco Systems has the experience, technology, 
people and financial resources to help cities build lasting private/public partnerships that 
will sustain a citywide WiFi service benefiting the broad spectrum of each city’s 
communities.   

The unique relationship between SeaKay and Cisco Systems, coupled with the 
numerous programs available via the Cisco Foundation to support underserved 
communities, provide the City of San Francisco with an ideal vehicle by which to build a 
Connected Community for residents, visitors, and businesses.   

This partnership helps position San Francisco as a model for innovation, collaboration 
and partnership to other cities around the world. 
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 “Community Wireless Broadband Network, Volume 2: Solution Overview” 
 
1. Description of the Business Model 
2. Summary-level description of the proposed solution 
3. Summary-level description of the architecture for the proposed solution 
4. Information correlating each component of the proposed solution to the Basic 

Requirements defined in Section 10  
 

Proposed Business Model 

SF Metro Connect proposes a partnership of for profit, not for profit and public entities to 
meet the reliability, fiscal prudence and service needs of a WiFi network for San Francisco.  
SF Metro Connect will build the network utilizing Cisco Systems Technology; while SeaKay 
will take the lead to ensure that the interests of the City, and the education and service 
needs of it residents are consistently placed at the top of the agenda.   

SF Metro Connect proposes to deploy the wireless network using a mix of public funding 
and private donations and social venture investment from corporate donors, as well as 
independent and operating foundations.  As the network develops, diverse revenue 
streams will be explored, such as fees for service or advertisement/messaging space on 
authentication pages, towards the overall objective of ensuring the financial health of the 
network burdening the City’s general fund. This endeavor would be spearheaded by 
SeaKay to ensure consistent transparency and accountability to the people of San 
Francisco. 

 

Proposed Solution 

SF Metro Connect proposes to build a network utilizing Cisco System products to create a 
complete outdoor mesh of Outdoor Access Points for the WiFi network.  The solution 
would allow integration of currently existing networks and build upon the City’s current 
infrastructure.  The solution would be technologically neutral allowing for maximal 
collaboration and utilization by businesses, governmental agencies and individuals.  The 
network would serve various content providers and ISPs through an advanced 
authentication process. 
 
SF Metro Connect will utilize fee for service options and other revenues to guarantee 
universal coverage to underserved communities.  We propose an advanced education and 
training program through Cisco Network Academies to help provide training to City 
residents in the valuable and marketable skills necessary to deploy and maintain the 
network. 
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   Proposed Network Architecture Overview 

The wireless network would be composed of Cisco 1500 Series Outdoor Access Points 
with mesh and bridging capability.  Wireless meshing would be used to provide backhaul 
for Access points without wired connections to a backbone network.  Wherever possible, 
Access Points will be solar-powered and utilize battery backup to facilitate emergency 
services.   Access Points with direct connections to the wired backbone will utilize Ethernet 
to connect across a wired network backbone to Wireless LAN Controllers (Cisco 4400 
series appliances) which are located at data centers and network distribution facilities.  

The Wireless LAN Controllers manage the Access Points to provide quality of service, 
multiple SSIDs (as needed), roaming, dynamic RF management, wireless attack detection 
and mitigation, and network optimization.  The Wireless LAN controllers also connect 
wireless users to VLANs connecting to routers on the Internet.  The Access Points would 
be placed on light poles, rooftops and other locations with desirable RF characteristics. 
Wired network transport would be provided on facilities owned by the City and other 
entities.  Network management would be provided through Cisco’s Wireless Control 
System (WCS) management application.  WCS is a highly intuitive and easy to use 
application, optimized for the planning, deployment, management, and troubleshooting of 
large wireless networks.  WCS allows for the rapid deployment of Cisco Access Points with 
zero touch (no individual pre-configuration of Access Points) and Wireless LAN Controllers 
with minimal pre-configuration. 

Users would connect to the Internet wirelessly after successfully associating with a 
wireless access point and authenticating (entering information) into a web page that 
appears on their web browser when it is launched or redirected.  The web page based 
authentication could facilitate a mechanism for billing or selling ad space if desired. 
 
Users could leverage virtual private networking (VPN) technology as a means of securing 
their communications while utilizing the public wireless network. The wireless network 
provides multiple SSIDs simultaneously.  This allows the City to provide both general 
purpose (internet access) and special purpose (emergency services, secure municipal, 
etc.) networks over common infrastructure. Quality of service, authentication methods, 
encryption and network connectivity for special purpose networks could be provided as 
needed by the City 
 

 

Basic Requirements Information 

o Wireless access throughout the City from desktop PCs, laptops, handheld devices, 
mobile phones and other manned or unmanned devices equipped with a minimum 
of an IEEE 802.11b/g (“Wi-Fi”) interface. 
 
Users would connect to the Internet wirelessly after successfully associating with a 
wireless access point and authenticating (entering information) into a web page 
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that appears on their web browser when it is launched or redirected.  The web 
page based authentication could facilitate a mechanism for billing or selling ad 
space if desired. 
 
Cisco Compatible Extension, a technological solution that is hardware-based, has 
already been incorporated into almost all devices that use wireless technology to 
help assist the seamless integration with networks that are served by Cisco 
products.   
  

o Support throughout the City for “best-effort” service over the Wi-Fi network, with an 
average minimum throughput of 1Mbps (symmetric). (Rev. 14 August 05) 
 
Cisco System’s Aeronet platform is adaptive and conforms itself to the operating 
environment no matter the circumstances.  This technological solution helps 
facilitate the service citywide and can contribute to guaranteeing end-user 
satisfaction 
 

o 95% in-street (outdoor) coverage for the devices referenced above with no 
additional hardware required beyond the device’s standard wireless interface. 
 
By adhering to Cisco design guidelines, the system can be created to meet this 
requirement. 
 

o 90% in-building (indoor) coverage for residences and businesses throughout the 
City.  A residence or business is assumed covered under this requirement if a 
single, first or second-floor room, which is adjacent to an exterior wall in the 
residence or business can access the Network at the stated best-effort service 
levels.  Should additional customer premise equipment (“CPEs”) be required or 
assumed in order to deliver this in-building coverage, Respondents are expected to 
state this in their response and elaborate on this requirement and their 
assumptions. Respondents should also describe how this coverage can be 
expanded within the residence or business through a wireless bridge or other 
mechanism. The City’s ultimate goal is 100% in-building coverage; Respondents 
should describe impediments to in-building coverage beyond the 90% level and 
describe how these impediments will be addressed. 
 
SF Metro Connect will implement a program that incorporates access requests for 
interior locations without access to the exterior network. This service offering will 
be provided outside of network support for the SF Metro Connect External 
Network. SeaKay's approach to the challenge of interior-room access will involve 
bridging Hot spots and Service Providers toward cooperation for the public 
good.  Private citizens and businesses will be invited to host localized hot spots for 
public benefit and to fill in gaps in reception inside multi-dwelling units.  
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Cisco Networking Academy students will perform site surveys to identify potential 
hosts. SeaKay’s strategy will employ a variety of technologies and business 
partnerships to assist users to build, host and join networks that will promote 
ubiquitous access. 
 

o Coverage in rooms above a second-floor residence or business. The City 
understands that creative approaches using Wi-Fi or other technology may be 
needed to meet this requirement, particularly in multi-dwelling-units (MDUs).  
Respondents should elaborate on how they propose to addresses this 
requirement. 
 
SF Metro Connect will offer users in multi story buildings the opportunity to 
participate in the voluntary programs mentioned above with a shared solution for 
common interior spaces. 
 

o Support for the following types of services: 
 

Service Types 
 

Definition 
 

Examples 
Residential 
Fixed/Nomadic/Portable 

Access for a 
single device, 
provisioned for 
primary use at a 
residence, with 
access 
throughout the 
City. 

Residential 
user with 
single desktop 
or single 
laptop, with 
support for use 
throughout the 
City  

Government 
Nomadic/Portable 

Access by City 
agency users 
from mobile 
computing 
devices. 

Inspectors, 
public safety 
officers, meter 
readers, 
surveyors, etc. 

Government Fixed  Fixed access for 
City agency 
locations. 

T-1 like service 
alternative. 

Standard Business 
Fixed 

Access for 
multiple devices, 
provisioned for 
primary use at a 
business 
location.  

Businesses 
with less than 
20 employees. 

Premium Business 
Fixed 

Same as 
Standard 
Business service 

Businesses 
with more than 
20 employees. 
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Service Types 
 

Definition 
 

Examples 
plus higher 
speeds and 
guaranteed 
service levels. 

Occasional Use 
Nomadic 

Basic internet 
access for a daily 
or weekly fee. 

Tourists, 
business 
travelers. 

 
 

Multiple SSIDs could be provided by the wireless network simultaneously.  This 
allows the City to provide both general purpose (internet access) and special 
purpose (emergency services, secure municipal, etc.) networks over common 
infrastructure. Quality of service, authentication methods, encryption and network 
connectivity for special purpose networks could be provided as needed by the City.   
 
It should be noted that Cisco has already created such a solution for the City of 
San Francisco in their wireless deployment at the Moscone Center.   
 

o Support for a mixed wireless and wired backhaul solution to aggregate Wi-Fi 
network traffic back to an Internet point of presence (“POP”).  The City anticipates 
that the majority of these backhaul requirements could be met using a fixed, 
multipoint wireless solution; however, Respondents may suggest the most 
appropriate, reliable and cost-effective solution (wired or wireless) for their specific 
response. 
 
The Cisco Systems solution does indeed support a mixed wireless and wired 
backhaul to help aggregate the WiFi traffic back to the POP using the Wireless 
Access Points discussed above.  In addition, SF Metro Connect will seek to 
leverage existing fiber assets across the city for backhaul requirements. 
 

o Support for the logical segmentation of the Network to support different “domains” 
of users (e.g., secure access by government agency personnel, secure and/or 
open access for public users, residential users, business users, etc.).  This must 
include the ability to define and manage different profiles for authentication, 
encryption and other service characteristics based on the requirements of each 
user domain. 
 
Multiple SSIDs could be provided by the wireless network simultaneously.  This 
allows the City to provide both general purpose (internet access) and special 
purpose (emergency services, secure municipal, etc.) networks over common 
infrastructure. Quality of service, authentication methods, encryption and network 
connectivity for special purpose networks could be provided as needed by the City.   



San Francisco  
Metro Connect   
 
  

SeaKay & Cisco Systems 7  

 

 
 

 

 
A clear example of this is the work that Cisco Systems has done at the Moscone 
Center. 
 

o Support for state-of-the-art, multi-layer security standards.  
 
SF Metro Connect will employ a User Agreement, adapted from the ISP industry to 
communicate to clients acceptable behavior on the network, and SF Metro 
Connect terms of service policies. This agreement will be attached to the log-on 
screen and users must agree to the terms to receive service. Network performance 
data will be monitored to detect abuse. In addition to acceptable use and behavior 
on the network, various software and hardware solutions are used to protect the 
privacy of data transmitted by users. These features are discussed later in this 
document in the responses to Technical Requirements Questions.  The response 
is based on the fact that Cisco embeds security technologies into ALL Cisco 
products.  A high level summary of the Cisco 1500 Mesh Wireless solution 
includes: 
 

•  Dynamic WLAN VLAN Assignment + 802.11i WPA/WPA2 Security 

• HW-based AES encrypted Backhaul Links 

• AP Authentication protects against “imitation APs” 

• Secure Control Traffic between AP and Controller 

• IPSec VPNs for “confidential” mesh client traffic 

• Groups of users can be segmented into different SSIDs. 

• Each SSID can be configured to support different security policies 
(authentication and encryption)  

• Quality of service (QOS over the air and priority tagged on the wired 
network)  

 
o The option for the City to designate certain parks, common areas and other 

residential and business zones within the City to allow any user with a Wi-Fi device 
to gain free and open access to the Network while in these areas. 
 
Cisco Systems wireless solutions are designed to support this requirement.  SF 
Metro Connect will provide a customized portal or interface to allow any user to 
access the network by partnering with custom providers such as Feeva. 
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o Support for seamless connectivity by in-motion Wi-Fi subscribers/devices 
throughout the City. 
 
Cisco Systems wireless solutions have this capability as has been demonstrated in 
installations worldwide.  The networks have been implemented for a variety of 
public safety entities that requires such functionalities.  See Appendix 1 City of 
Baltimore. 
 

o Scalable to support additional users, capacity, and functions throughout the life of 
the Network. 
 
As the leader in providing inter-networking solutions for wired and wireless 
networks for over twenty years, Cisco Systems designs their solutions for 
scalability and investment protection. 
 

o Fault tolerance mechanisms to mitigate and/or eliminate single points of failure and 
ensure high reliability. 
 
Cisco System’s Mesh Networking is designed to mitigate these issues.  The 
networks are designed to be highly fault tolerant and have high availability 
functions. 
 

o Support within any proposed fixed wireless backhaul solution to also provide 
advanced subscriber services beyond the level(s) of service available through the 
Wi-Fi tier of the Network. 
 
The system will be designed to meet those requirements. 
 

o Localized content publishing and management 
 
This will be handled by partnering with custom content providers such as such as 
Feeva,  and One Economy to facilitate this content.  SF Metro Connect will seek 
out neighborhood groups and entities to help them compose and publish local 
content.  This will have the important impact of creating a sense of ownership of 
the network and its capabilities throughout the City. 
 

o Optional content filtering and parental control 
 
Those applications are available through third parties and can be integrated into 
the wireless solution. 
 

o Optional virus, spam, popup and other protective services 
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Those applications are available through third parties and can be integrated into 
the wireless solution. 
 

The following service and solution components: 
 
o Architecture and Design Services 

 
The Cisco Wireless Mesh Networking Solution is based upon the Unified Wireless 
LAN architecture.  This architecture utilizes the Lightweight Access Point Protocol 
(LWAPP, a pending IETF standard) to optimally divide network tasks between the 
Access Points (AP) and the Wireless LAN Controllers.  Monitoring of noise, 
interference, rogues (Access Points that are not part of the network), wireless 
attacks, over-the-air encryption, and RF communications with 802.11 clients are 
performed by the Access Points (AP).  QOS, client authentication, mobility and 
roaming, and security attack recognition and mitigation are performed by the 
Wireless LAN Controllers.  This architecture provides managers with a systems-
level view and steam-lined operational capabilities.  Cisco Wireless Control System 
(WCS) Software provides an easy to use Graphical User Interface for planning, 
configuring, managing, and troubleshooting the WLAN. 

The Cisco Wireless Mesh Networking Solutions consists of gateway (wired to 
backbone network) APs installed on rooftops or similar locations and remote (RF 
meshed) APs installed on pole-tops.  The Roof-top APs are those that have a 
wired connection to the network, while Pole-top APs use wireless to connect to the 
network.  Each APs will have two or 3 radios (2.4GHz, 5GHz, and/or 4.9 GHz).  
These radios allow the AP to utilize the 802.11a  (5GHz) frequencies and channels 
to provide wireless backhaul between AP’s, and utilize the 802.11b/g radio to 
provide Wi-Fi client access.  Radios utilizing the 4.9GHz frequency and associated 
public safety channels would be used to provide emergency services including 
traffic signal control, E911, and other services. 

 
o Installation Services 

 
Cisco has partnered with highly qualified planning and installation partners 
including: 
 
 
 
WBE, Inc. 

90 Hill Road 
Novato, CA 94945 
415-898-1400 

http://www.wbeinc.com/index.cfm 
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Wireless Facilities Inc. (WFI) 
Bridge Pointe Corporate Centre 

 4810 Eastgate Mall 
San Diego, CA 92121 USA 
www.wfinet.com 

  
 
WBE is currently doing substantial traffic signal work in San Francisco; they have a 
strong relationship with the Labor Unions who would be involved in a City-wide 
wireless deployment.   
 
Cisco has specialized training and a formal certification process with a variety of 
opportunities for individuals and entities to ensure expertise in the installation and 
configuration of Cisco wireless equipment.  Another creative avenue for installation 
services involves leveraging City College of San Francisco’s Cisco Networking 
Academy program.  City College’s Academy program includes a number of 
students working towards industry-recognized certifications, and could represent 
an excellent  partnership opportunity between the City and City College. 
 

o Telecommunications Provisioning and Services 
 
SF Metro Connect will provision and manage services for the network via the 
Wireless Control System (WCS) Management System. 
 

o Network Monitoring and Management Services 
 
The Cisco Wireless Control System (WCS) is a scaleable, centralized, graphical 
management interface for the entire wireless system. 
 

o Network Maintenance and Upgrade Services 
 
Cisco “SmartNet” maintenance service provides “24x7x365” access to Cisco’s 
world-class Technical Assistance Center for troubleshooting support, software 
downloads, and hardware advanced replacement 
 

o Business and Operations Support Systems (BSS/OSS) Services 
 
There are a number of Cisco certified wireless integrators in the Bay Area that are 
capable of providing technical support services, and a number of support models 
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for SF Metro Connect and the City to review and consider during the design and 
planning phases of the system. 
 

o Customer Service and Technical Support Services 
 
SF Metro Connect will administer NOC and break fix services in a cost effective 
manner that is responsive to customers. SF Metro Connect will make a 
determination what services can be incorporated into workforce development 
activities.  
 

o Software Hosting and Facilities Services 
 
Software hosting and facilities services are value-added components that can be 
offered to users and are a potential revenue source for the network.  
 
SF Metro Connect will build transparent and accountable relationships with 
collaborating service providers.  
 
Pricing, costs, and revenues will be accounted in an open manner with proceeds 
used to support network operations and digital divide programs.     

 
o Program and Project Management Services 

 
SF Metro connect will use its available resources and extensive experience to 
manage the project within budgets and time schedules towards effective 
achievement of our public benefit objectives.  
 



 

 
 

“Bridging the Digital Divide by Connecting the City by the Bay” 

 
 
 
 

Response to RFI/C 2005-07 

 
 

San Francisco Tech Connect 
Community Wireless Broadband Initiative 

 

Community Wireless Broadband Network 
Volume 3 – Answers to RFI/C Questions 

 
Submitted by: 

 
SeaKay and Cisco Systems 

 
 
 
 

  
  
San Francisco  

 
Metro Connect 

 
                          

 P.O. Box 78192 
San Francisco, CA 94107 

sfmetroconnect@seakay.org 
415.710.0144
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“Community Wireless Broadband Network, Volume 3 – Answers to RFI/C Questions.” 
 

1) How can the City best accomplish the goal of ensuring universal, affordable wireless 
broadband access for all residents? 

 
The City of San Francisco can ensure universal, affordable wireless broadband 
access for all residents via a public-private collaboration.  SF Metro Connect 
represents such a collaboration which comprehensively addresses excellence in 
both service and efficiency, via a fusion of for-profit and social benefit business 
models.   

 
2) How does your proposed solution/approach specifically address the City’s stated 

Goals and Policy Standards defined above? 
 

SF Metro Connect is a local project formed solely to address the City’s stated goals 
and policy standards.  
 

SeaKay and Cisco’s pursuit of the high level goals and objectives outlined in RFI/C 
underscore five overall goals which Seakay and Cisco will facilitate via SF 
Metro Connect. 

- Support and enhancement of the Mayor’s efforts to streamline interagency 
communication and evaluation of interagency efforts 

- Support and enhancement of the Mayor’s efforts to create a merit-based 
evaluation and response system toward creating efficiencies and improved 
performance results from the city’s investment in service delivery. 

- Invitation of new private and corporate investment in the City’s services 
component; this will include investments of the newest technologies which will 
be made available in response to the City’s demonstrated commitment to 
offering WiFi on a universal basis. 

- Implementation of local responsibility and sustainability measures which will 
ensure that the solution’s implementation will exist beyond the scope of its 
individual partners. The solution must be identified with San Francisco, and not 
be dependent upon the continued presence of specific providers.  The solution, 
therefore is not a one-ISP solution, but rather an enabling of an open-access 
marketplace within which consumer information and choice is a known 
hallmark. 
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- Coordination of local, regional, statewide, nationwide and global messaging 
efforts which offer a cohesive, tight and trustworthy picture of the successful 
combination of forward thinking altruism and sound business sense in a City 
known as the birthplace of the 21st century economy. 

 

Toward these five goals, SF Metro Connect will gather information on specific and  
measurable outcomes in the following areas: 

-Public Safety 

-Disaster Preparedness and Recovery 

-Entrepreneurship and Vendor access 

-Learning in San Francisco 

-Visiting San Francisco 

 

1) Public Safety 

While improved communications and interoperability are inherent to the system 
proposed, SF Metro Connect is taking the additional steps of working with public 
safety providers toward improved collaboration within neighborhoods and between 
neighborhoods and the central City structure. The city must enable systems that 
invite community responsibility and participation; the solutions must involve inputs of 
local expertise, local people and local goodwill, without which even the most 
financially sound efforts can see failure. 

Our work towards providing support for the Mayor’s efforts to streamline city 
investment in all service providers, and offer uniform and transparent evaluation of 
both the quality and quantity of shared data, will tie directly into this key priority. A 
telecommunications system that provides effective and uniform interface and rapid 
deployment of resources in response to data will undoubtedly improve upon the 
complications –and associated costs – of current systems of communication, 
evaluation and decision making.  

Sharing data will have immediate effects of time saved, improved solutions to 
community issues shared across agencies, and goodwill amongst agencies that will 
be of key importance in a crisis time where cooperation will be essential to success. 
The cost savings inherent in this plan involve financial efficiencies but also go far 
beyond this in providing a basis by which required cooperation can occur.      
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SF Metro Connect believes that the key goal of the system will be to make 
collaboration the easiest and most beneficial path.  

SeaKay has begun to recruit an advisory panel to consult with the City regarding the 
most efficient implementation of emergency medical services, time critical decision 
making, insurance administration, prescription administration, telemedicine and 
remote patient care.  

We have also held meetings with social venture investors with great interest in fire 
safety; we hope to make education and training in both emergency response and 
fire safety a key part of the rollout.  

A component of this education will be the securing of key support for local 
businesses and entities which support safety and promote efficient crisis response 
management. Incentives for local business people to become trained and involved 
for such efforts will undoubtedly support the buy-in of this program within 
communities seeking both to take greater ownership of their safety, and promote 
better communication with city agencies supporting such efforts. 

The key is to maximize the possibilities and attract new investment to the city as it 
takes maximal advantage of the network.  

 

2) Disaster recovery 

A very timely topic for a city focused upon Earthquake preparedness, the network 
will be charged with enabling both the coordinated response of emergency services 
to communities and their preparedness. Placing any community in a position of 
dependence upon governmental authority and/or landline phones and computers 
proved very costly in recent disasters in the Southeast.    

The access to safety information, tailored to each community, will provide the 
fundamental knowledge needed to train communities on emergency response (via 
groups such as NERT) and make disaster preparedness a part of everyday routine. 
With access to more information, local entities will have more control of their 
local outcomes.   

Following a disaster, the network will facilitate all communication regarding new 
hazards or cautions, emergency health care, time critical information, and claims 
administration for damaged property.   

With shared information at the agency level, responses will be better coordinated, 
and confidence will rise in the professionalism and effectiveness of rescue and 
emergency agencies. Respect for those who work to save lives will engender more 
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respect for the City, and will increase young people’s interest in pursuing careers in 
public safety.   

 

3) Entrepreneurship and Vendor access 

SeaKay will also work with the city to promote new investments for local vendors.  
Our goal of bridging the digital divide is deeply connected to efforts to open the 
digital marketplace to all – as well-informed buyers and sellers of goods and 
information.  

Vendor access is only workable as a two way, reciprocal structure. The first priority 
must be enabling businesses within communities with a complementary rollout of 
educational and vendor access.  

Our business strategy seeks to maximize business opportunities to underserved 
areas by simultaneously addressing small business development, entrepreneurship, 
and technology education.  Information access will improve a variety of business 
functions, from new business filings with the city, to establishing banking 
relationships, providing the most current job training, to being up to date on HR 
policies and recommendations. Businesses will also learn of City incentives for 
clean-streets and green business practices.  

The access businesses will ultimately get to investment capital will be 
unprecedented, as social venture funds will undoubtedly seek the best placement of 
investment capital. Businesses that invest in their communities and serve their 
communities well will stand to gain the most.  Again, the network will serve this 
valuable function.   

As mentioned in the Executive Summary, SF Metro Connect does not propose a 
sole Provider solution. As a public benefit corporation, one of SeaKay’s goals is to 
stimulate economic growth and development, especially in underserved 
neighborhoods. We see our project working with a wide range of ISPs and content 
providers who are interested in reaching out to San Francisco residents, 
businesses, and government. Our network will allow them targeted access to this 
market and hopefully give rise to a wide range of investments as these companies 
create products and services for our users.      

 

4) Learning in San Francisco  

SF Tech Connect will concentrate our educational focus on the benefits of the 
information economy upon youth, families, small/family businesses and the elderly. 
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SeaKay’s experience in providing technology access and related knowledge makes 
this step a natural one for us.  The network rollout logically begins with directed 
content and messaging toward the classroom, the multigenerational family unit, the 
youth seeking vocational training, and the elderly seeking social and learning 
access avenues. 

This effort will begin with a review of each neighborhood’s educational 
demographics, beginning with local schools and extending to other learning entities 
such as community centers, senior centers, vocational schools and faith 
congregations. The dual priorities of education at all life stages, and the 
success of the network will be inextricably linked from the outset.   

SeaKay and Cisco are proud of the local success of the Cisco Networking Academy 
program, which trains local students toward technology certification and careers in 
technical areas. We certainly look to expanding this successful model through the 
rollout and maintenance of the network.  

 

5) Visiting San Francisco  

Winning new hearts and admirers will be greatly facilitated by this network. Knowing 
that the best image makers are often ones that never were formally hired, we see 
San Francisco’s visitor base to be a key launch point of the branding and image 
strategy for this project. The benefits to visitors will be seen in areas from 
transportation to access of services. In a wireless City, knowing that one is on the 
proper bus line and headed in the proper direction is a normal occurrence. 
Determining a path to points of interest, with clear information of topography, local 
restaurants with open tables, available cabs, historical tour information, and 
descriptions of up to twenty San Francisco microclimates will create a concierge 
driven, exclusive style experience for each visitor.  

The open network allows immediate communication for the visitor back home, in 
order that they might convey the extraordinary quality of their tourist experience.  

It is of great importance that the network provides a consistent, positive source of 
messaging for the City; the proposed arrangement will serve as a key enabler of 
such messaging.    
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3) Given the goals of the City, what business model do you believe best accomplishes 
this, while best protecting the City’s financial interests? 

 
The City has challenged itself to provide a solution which provides the highest levels 
of service within diverse communities with varying needs. This generous premise is 
fundamentally supported by aspects of community education, involvement and 
empowerment.  WiFi service will pave the way towards the engagement of all the 
City’s communities in the 21st century digital economy.  
 
SF Metro Connect’s proposed solution recognizes service provision as the basis for 
key outcomes which will increase the City’s efficiency in overall delivery of services, 
create a replicable and cost-efficient model for such success, and enhance the 
City’s reputation both nationally and internationally.  
 
An innovative business solution which holds deep faith in the power of altruism and 
the added value of collaboration will resonate far beyond our City and region, 
offering hope and direction to urban centers existing between big dreams and big 
financial constraints.  
 
SF Metro Connect is inspired by the lofty vision that has been offered by the RFI/C, 
and seeks to respond to it with a solution and implementation plan that is truly 
reflective of San Francisco’s character.  Our solution reflects our City as a locus for 
innovation, brilliance, smart risk taking, and one which welcomes the first glimpses 
of a brighter future for all people. A unique place of collaboration amidst diversity, 
San Francisco will express its success best with a solution that fits it ideally – and 
looks very much like itself.  

 
SF Metro Connect’s proposal considers the enormous amount of added value 
created when strong and diverse entities share resources and envision outcomes in 
concert with each other. 

 
The proposed partnership of for-profit and not for profit partners will involve the 
following central players: 

 
-SeaKay, Inc, a public benefit corporation created to help the not for profit sector 
become more efficient and effective by utilizing technology 

 
-Cisco Systems, the recognized leader in the planning, deployment and 
maintenance of wired and wireless networks for business, governments and 
nonprofits world-wide 
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SF Metro Connect will collaborate with strategic partners to implement their solution 
according to the City’s desired objectives.  Partners could include: 

 
- WBE, an electronics contracting firm utilizing union labor to implement large and 

small scale wiring and wireless projects; 
- Eaton and Associates, who could assist in the process of leasing and letting of 

contracts; 
- City College of San Francisco, where training and workforce development 

capacity building will take place for students and others interested in gaining 
skills in the technologies supporting the deployment and maintenance of the 
network. 

- Customized content providers, such as Feeva and One Economy, that could 
play an important role in supporting existing municipal hot spots, enhancing the 
revenue stream of the network, and providing support for lower income 
communities.  

 
 

Why a for-profit/not for profit collaboration? 
 

The blending of diverse business models, incorporating the key advantages and 
best practices of both for profit and not for profit models, presents advantages to the 
City in terms of cost effectiveness, universality of solution, transparency and 
messaging/brand recognition.  
 
The charge to incorporate innovation, rapid deployment timeframes and business 
solvency within a model destined ultimately to provide services, engagement and 
education for all participants makes this collaborative model the sole avenue by 
which to realize the City’s project goals.  

 
Bringing the business acumen from the for profit sector to the good works of the not 
for profit sector is not in itself a new idea. But the methods by which this can most 
effectively occur represents a cutting edge area that links the most innovative 
current thought in politics, academia, business and technology.  

 
Technology is ultimately the avenue by which all persons, regardless of 
circumstance, may become part of, and assume ownership in the communications 
based economy and lifestyle of the 21st century.  But use of technology has key 
prerequisites – resources, access and education among others.   

 



San Francisco  
Metro Connect   
 
 
 
 
 

SeaKay and Cisco Systems 9 
 

 

 
 

 

SF Metro Connect proposes that a for profit industry leader provide resources and 
access capability, while a not for profit provider leads the way in education, 
community visibility and customized content. The education component, together 
with the resource provision, are joined by an innovative business model whose 
ultimate aim is sustainability – of the usefulness of the network and of the 
integration of the network into the fabric of the community in which it serves. This 
partnership shows that a turnkey solution need not just be temporary – it can in fact 
become a fundamental component to addressing each community’s own particular 
needs and developing identity.  The partnership can itself be a vehicle to educate 
those in each community to care for and sustain the network in partnership with the 
for profit and not for profit providers. 

 
We know that the City will benefit from implementation of an innovative business 
model. But we know also that the project will ultimately be judged by how 
consistently and universally that service is provided.  

 
SF Metro Connect is first and foremost about service.. With the partnership directed 
toward this primary goal, the City may direct itself to the messaging tasks with 
greater effectiveness. We seek to manage – so the City can govern.  
 
As San Francisco residents, it is of high importance to us that the city not be bogged 
down in implementation. Our City is too unique to be deprived of opportunities for 
eloquence around a project that certainly demands wider attention.  

 
 

The structure of a hybrid partnership. What does it look like? 
 

The proposed partnership addresses four key requirements for success: 
 

-Access to and deployment of capital 
 

-Seed stage:           Cisco Systems ! SeaKay 
 

-Early stage:          Cisco Systems and additional corporate partners 
- Bond option (SeaKay) 

 
-Growth Stage Cisco Systems and additional corporate partners 

Foundation partners 
Social Venture Funding  
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-Maintenance Stage Involve all growth stage participants per consultation with 
the city.  

 
Cisco Systems will create a comprehensive package of equipment and financing to 
seed this project, with inputs monitored on a venture-type model. 
 
A percentage of initial equipment will be donated through the Cisco Foundation to 
SeaKay, for use restricted to the SF Metro Connect project.  
 
The remaining equipment will be placed on a long term, attractively structured 
lease-to- own model with a “technology refresh option,” which will grant lease use 
rights to SeaKay and the City.  Initial commitments will be due within time frames 
set to comfortably coincide with the establishment of revenue stream and mid-level 
financing offered via Cisco Systems and other corporate project partners, and/or a 
bond float option (time frame estimate five to ten years.)  
 
Cisco will assign a depreciation schedule to each equipment component, with 
replacement provisions on either a donated or lease-to-own basis at agreed upon 
depreciation points within the schedule.  SF Metro Connect will monitor new 
technologies and determine the best upgrade and replacement solutions, allowing 
decisions to be made flexibly in an open source environment.  

 
In its growth stage, service provision will ascend to a point at which social venture 
and foundation dollars will enter the funding mix. We have already approached 
social venture entities that would consider financing at the growth or mid-stage.  

  
Cisco and SeaKay look forward to consulting with the City in regard to financing 
options that lessen the burdens placed upon the City and reflect the power of the 
alliance with private partners. Structures forging and maintaining such a financing 
arrangement will undoubtedly be replicable within other project areas and provide a 
consistent source of positive and progressive messaging for the City.  
 
-Measurability  
 
As it would with any significant investment of funds, time and resources, SF Metro 
Connect will structure the deployment and maintenance of the WiFi network in such 
a manner as to have consistently measurable returns.  

 
A “double bottom line” reporting schedule, in which fund and knowledge inputs are 
tracked vs. funds and social benefit outputs, will take place from the project’s onset 
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in order to document with clarity and transparency the viability of the combined 
inputs. Regular measurements, overseen collaboratively by both SeaKay and Cisco, 
will offer directional advice during the implementation process, and inform enhanced 
progress measures as the project lives on.   

 
Key areas of measurement are to include: 

 

-Network coverage:  
- Geographically; 
- % of population served;  
- % populations measured via affinity and demography 

 
-Efficiencies gained in tying systems to existing networks 

  
-Efficiencies gained by tying systems to city services 

  
-Increased access measures and secondary measures indicative of increased 
access 

- City grant recipients 
- City Services recipients 
- Added participants who previously did not have access to or knowledge of 

city services targeted towards their needs 
- Receptiveness to City Content/other content provided 

 
-Education (i.e. People trained) 

- Geographically; 
- % of population served;  
- % populations measured via affinity and demography 

 
-Job Creation/Workforce development initiative 

- Number of local neighborhood leaders, young adults employed in network 
maintenance, on the job training,  

- Effect of building youth interest in technology 
 

-Small businesses  
- New access to information, inputs of technology to speed efficient, 

independent business growth within communities served 
 
-Business owners will have access to vendors that were previously out of reach. 
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Measurement indicators will tell a success story that will be fundamental to the 
City’s messaging efforts within San Francisco and beyond.  Such evidence of return 
on investment will  attract invested capital from the private and foundation sectors, 
both of which share the requirement of documenting the viability of their efforts to 
their own stakeholders. The City will be in a position of highlighting an investment 
that is attractive from both a private and a public/social benefit perspective, and will 
itself, as new capital enters the picture, receive benefit from the reduction of cost 
burdens formerly ascribed to city funding. 
 
-Sustainability of process, product and investment 

   
As a public benefit corporation, SeaKay is committed to reinvesting the proceeds 
from its project investments towards the continued success of each project. 
SeaKay’s proven expertise in both not for profit management models, 
and community education in facilitating new technologies, will ensure a flatter 
learning curve as programs and revenue models are matched and implemented. 
SeaKay pledges to bring exceptional oversight to all spending decisions, ensuring 
that revenues are placed in an ethical, accountable and transparent way, as is 
expected and required of successful businesses within its sector. Spending 
decisions will therefore never be made within a crisis mode; rather we will always 
pledge to secure appropriate financing at each stage. SeaKay presents a 
professional, trustworthy and simple option to the city as it seeks firm commitments 
from its project partners in securing consistent and high quality service to city 
residents. This commitment to wise and prudent financial planning will tie well to the 
City's key messaging efforts around this project. 
 
SF Metro Connect’s commitment to a service focus built around the most current 
technologies translates clearly to a sustainable solution for the City. In the rapidly 
advancing world of wireless and broadband technology, a sustainable solution is 
also one that consistently and proactively looks forward. 
  
Recognizing the valid concerns, which exist in regard to structuring a universally 
accessible network around the most current technologies, which traditionally are not 
equally accessible to all demographics, Cisco and SeaKay propose a customized 
and sustainable framework. The timeline for such a framework would be reviewed 
with the City and formatted to meet the City's needs and preferences. 
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- Cisco Capital. A customized financing/lease vehicle will be established for this 
program that will incorporate and balance capital lease and operating lease 
features.  

 
- Technology Refresh Clause/Technology Migration program. The 

agreement will include this key commitment to ensure protection against 
obsolescence. It is a guaranteed trade in by which aged equipment is replaced 
with updated equipment, per a schedule established by constant oversight of 
equipment performance, local conditions and emerging technologies.  

 
- SmartNet. Cisco SmartNet Maintenance provides free software upgrades on 

hardware. New features and releases may be downloaded towards continued 
currency and efficiency.  

  
 
 
- Incentives for collaboration and community responsibility  
 
With for-profit partners securing diverse sources of private capital through all 
investment stages,  SeaKay as an education-directed not for profit is free to focus 
considerable energies toward the multi-aspect education component proposed for 
this project over the longer term.  

 
The objective of  encouraging local solutions – implemented locally, and naturally 
woven into the fabric of each community, is of great importance to us. This is a 
process in which uniform measurement standards join the application of the most 
current technologies, offering flexibility for customization of local solutions in an 
environment of respect, collaboration, and welcome.  
 
We see such an environment promoting communication among neighborhood 
leaders and across participating city agencies, with results measured by the degree 
to which collaborative involvement is facilitated. 
 
SeaKay’s current endeavors with Neighborhood Network Centers, working with 
Cisco Networking Academy based at local community colleges, provide excellent 
background as we approach this project. 
 
The Cisco Network Academies (CNA) are a prime example of how communities 
participate in workforce development.  Each CNA is housed in a community center, 
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community college or other public facility.  The CNAs have their maximal benefit 
when they are connected with projects that provide real-world work experience for 
their participants – SeaKay has marshaled this task by utilizing CNA participants in 
educational initiatives at Neighborhood Network Centers based in low income 
housing properties.  
  
We look forward to continuing our dialogue with local leaders within already 
established affinity groups in order to build the solution with their constant guidance. 
The operation, education, processes and content are to occur within timeframes 
permitting and encouraging this essential participation. 
 
Cisco Systems and SeaKay will guide the installation process during the seed 
stage, and will provide education and awareness through a grassroots marketing 
effort, with the City’s cooperation.  
 
The early stage will involve the onset of education initiatives of two types; the first is 
computer learning that will address basic skills, and lead to useful applications – 
from acquaintance with city services on-line, emergency preparedness, public 
safety, job search, financial literacy and small business modules. The second will be 
vocational in nature, and will seek to invite local people to develop technical 
knowledge via the CNAs to themselves become certified maintainers of the network.  
 
This boost to small business entrepreneurship in lower income areas will couple 
with vendor access to technological solutions for said businesses in the same area, 
creating a cycle of responsibility, ownership and self-sufficiency.  SF Metro Connect 
seeks the City’s cooperation in offering incentives to such entrepreneurship, which 
should be linked to use of, and familiarity with the network. 
 
Granting new and essential access to City services uniformly to all the City’s 
populations will also have much desired effect; it will undoubtedly be viewed as a 
generous gesture toward growing success within each neighborhood itself.  
 
This also ties to success of the not for profit entities within these communities who 
obtain grants from the City. The current performance audit process being 
undertaken in trial phase by the office of the City Controller will receive immediate 
benefit from technology and education investment made to areas of greatest need.  
The performance audit team seeks to uniformly communicate across multiple City 
agencies and grant recipients. As this group assesses the progress and results of 
City investment in not for profits, it most certainly wants to see the areas served by 
these organizations be granted the ability to communicate on a real time –and 



San Francisco  
Metro Connect   
 
 
 
 
 

SeaKay and Cisco Systems 15 
 

 

 
 

 

transparent basis – regarding the processes and outcomes of city funding use. 
Without the infrastructure and education we are proposing, the quest for a 
consistent audit trail will remain unrealistic and unwieldy. 
 
Public safety and disaster preparedness issues also are addressed via local 
participation. All areas will be linked to City services at a more effective level, and all 
will feel involved and responsible for addressing the initial emergency needs within 
their own neighborhoods.  
 
Our proposed education initiatives, coordinated with the City throughout, will provide 
a unique example of San Francisco’s efforts to integrate all populations within the 
City’s information structure, while allowing each neighborhood to preserve its 
fundamental and special identity. This itself is a characteristic of which our City has 
long been proud.  

 
4) Describe key business terms that might be required to support your proposed 

solution/approach 
 
SF Metro Connect is seeking to develop the most cost effective strategy to 
implement the system. This means minimizing up front capital costs and deferring 
expenses until they can be matched by corresponding revenues as the network 
expands its user base.  Donation of equipment, price discounting, and leasing with a 
refresh option are terms offered by SF Metro Connect that will minimize up front 
capital costs.  The City, through existing budget allocations, may choose to have a 
major financial impact in supporting the initial operations of the network to offset 
startup costs.  We are looking to the municipal government to help establish the 
initial operating revenue stream by utilizing the network as an anchor tenant for 
wireless services.  We anticipate that the City will gain major efficiencies through 
aggregating demand for wireless services, and consolidating and replacing existing 
networks with cost effective wireless service. City Departments could opt to use 
existing budget allocations to support the network without additional expenditures, 
and could incorporate operating costs into budget planning for new systems. 

 
5) What commitment periods would be necessary to make the approach viable? 

 
SF Metro connect projects an initial commitment period of four to six years for City 
services to establish the network and six to ten years to establish the economic 
impact for the public benefit programs established to bridge the digital divide.  
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6) How does the solution support the goal of “complementing universal, affordable 
wireless broadband access with other social programs to facilitate affordable PCs in 
the home, training, technical support and on-line content for low-income and 
disadvantaged residents” 

 
SeaKay will integrate SF Metro connect into its existing workforce development, 
training and technical support projects. Our Network Neighborhood Centers are 
evolving toward supporting a comprehensive suite of community educational and 
social service needs. Our coordination with community colleges taps into a key 
educational resources and would enable underserved populations to access these 
resources easily, frequently and conveniently.   

 
7) The City seeks to leverage the Network to streamline the interaction between 

government and residents to better connect the community.  What ideas do you 
have to accomplish the goals? 

 
We have extensive experience in public service program management that is run 
via a not for profit, full reinvestment model. We see the network as the first step 
of a transformative process that will change the City’s relationship with its 
residents and its service providers.  
 
SF Metro Connect will provide a direct line of communication, transparency and 
accountability amongst each of these entities. Residents would have an easily 
accessible and supported way of researching the availability of services, and 
applying for said services. City agencies will be accountable for the timing and 
quality of their responses. Contracted service providers will have immediate and 
direct access to their funders, and will be kept accountable via automated 
performance audits and reviews for both the quantity and quality of services 
provided. 

  
We also see the opportunity for issue-focused groups and/or online communities to 
build coalitions. These coalitions could exist Inter-Agency or Inter-department at the 
City level, as well as between service provider organizations and between locally-
focused businesses. These alliances present a new trend toward much needed 
collaborative issue-solving.    
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8) What privacy policies and security standards will you put in place to protect the 
privacy of-and information transmitted by-users? 

 
SF Metro Connect will employ a User Agreement, adapted from the ISP industry to 
communicate to clients acceptable behavior on the network, and SF Metro Connect 
terms of service policies. This agreement will be attached to the log-on screen and 
users must agree to the terms to receive service. Network performance data will be 
monitored to detect abuse. In addition to acceptable use and behavior on the 
network, various software and hardware solutions are used to protect the privacy of 
data transmitted by users. These features are discussed later in this document in 
the responses to Technical Requirements Questions.  The response is based on 
the fact that Cisco embeds security technologies into ALL Cisco products.  A 
high level summary of the Cisco 1500 Mesh Wireless solution includes: 

• Dynamic WLAN VLAN Assignment + 802.11i WPA/WPA2 Security 

• HW-based AES encrypted Backhaul Links 

• AP Authentication protects against “imitation APs” 

• Secure Control Traffic between AP and Controller 

• IPSec VPNs for “confidential” mesh client traffic 

• Groups of users can be segmented into different SSIDs. 

• Each SSID can be configured to support different security policies 
(authentication and encryption)  

• Quality of service (QOS over the air and priority tagged on the wired 
network)  

 
9) What opportunities exist for disadvantaged business enterprises to participate in 

your proposed approach? 
 

SeaKay works with Network Neighborhood Centers that are located in areas where 
many enterprises would qualify as disadvantaged. We are starting to reach out to 
these businesses to forge alliances of mutual support and assistance. This 
approach will be incorporated into our business model as we implement SF Metro 
Connect.    
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10) What terms do you propose to ensure continuity of the Network in the event of a 
default and/or material breach of contract by one of the participants?   

 
The combined strength of a well-capitalized business leader such as Cisco, and a 
socially minded yet fiscally prudent not for profit partner offers a very stable 
foundation for a lasting collaboration. A technologically agnostic model that naturally 
incorporates new developments, will not lead to dependency on specific conditions 
or participants to a point that would put the City at risk should financial or 
operational circumstances change. Lastly, San Francisco is our home. The 
commitment of this locally based collaboration to the City of San Francisco is 
lifelong and unquestioned. Terms to address changes in circumstance, if any, will 
be agreed upon at the outset of this project.  

 
 
 

Technical Requirements Questions 
 
11) Describe the architecture proposed by your organization to meet Basic 

Requirements defined in Section 10. 
 

The Cisco Wireless Mesh Networking Solution is based upon the Unified Wireless 
LAN architecture.  This architecture utilizes the Lightweight Access Point Protocol 
(LWAPP, a pending IETF standard) to optimally divide network tasks between the 
Access Points (AP) and the Wireless LAN Controllers.  Monitoring of noise, 
interference, rogues (Access Points which are not part of the network), wireless 
attacks, over-the-air encryption, and RF communications with 802.11 clients are 
performed by the Access Points (AP).  QOS, client authentication, mobility and 
roaming, and security attack recognition and mitigation are performed by the 
Wireless LAN Controllers.  This architecture provides managers with a systems-
level view and steam-lined operational capabilities.  Cisco Wireless Control System 
(WCS) Software provides an easy to use Graphical User Interface for planning, 
configuring, managing, and troubleshooting the WLAN. 
 

The Cisco Wireless Mesh Networking Solutions consists of gateway (wired to 
backbone network) APs installed on roof-tops or similar locations and remote (RF 
meshed) APs installed on pole-tops.  The Roof-top APs are those that have a wired 
connection to the network, while Pole-top APs use wireless to connect to the 
network.  Each APs will have two or 3 radios (2.4GHz, 5GHz, and/or 4.9 GHz).  
These radios allow the AP to utilize the 802.11a  (5GHz) frequencies and channels 
to provide wireless backhaul between AP’s, and utilize the 802.11b/g radio to 
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provide Wi-Fi client access.  Radios utilizing the 4.9GHz frequency and associated 
public safety channels would be used to provide emergency services including 
traffic signal control, E911, and other services. 

 
12) Provide a summary of your proposed approach for the following solution elements 

 
i. Architecture and design services 

 
The Cisco Wireless Mesh Networking Solution is based upon the Unified 
Wireless LAN architecture.  This architecture utilizes the Lightweight Access 
Point Protocol (LWAPP, a pending IETF standard) to optimally divide network 
tasks between the Access Points (AP) and the Wireless LAN Controllers.  
Monitoring of noise, interference, rogues (Access Points which are not part of 
the network), wireless attacks, over-the-air encryption, and RF communications 
with 802.11 clients are performed by the Access Points (AP).  QOS, client 
authentication, mobility and roaming, and security attack recognition and 
mitigation are performed by the Wireless LAN Controllers.  This architecture 
provides managers with a systems-level view and steam-lined operational 
capabilities.  Cisco Wireless Control System (WCS) Software provides an easy 
to use Graphical User Interface for planning, configuring, managing, and 
troubleshooting the WLAN. 
 

The Cisco Wireless Mesh Networking Solutions consists of gateway (wired to 
backbone network) APs installed on roof-tops or similar locations and remote 
(RF meshed) APs installed on pole-tops.  The Roof-top APs are those that 
have a wired connection to the network, while Pole-top APs use wireless to 
connect to the network.  Each APs will have two or 3 radios (2.4GHz, 5GHz, 
and/or 4.9 GHz).  These radios allow the AP to utilize the 802.11a  (5GHz) 
frequencies and channels to provide wireless backhaul between AP’s, and 
utilize the 802.11b/g radio to provide Wi-Fi client access.  Radios utilizing the 
4.9GHz frequency and associated public safety channels would be used to 
provide emergency services including traffic signal control, E911, and other 
services. 
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ii. Installation services 
 
Cisco has partnered with highly qualified planning and installation partners 
including: 

 
WBE, Inc. 
90 Hill Road 
Novato, CA 94945 
415-898-1400 
http://www.wbeinc.com/index.cfm 

 
 

Wireless Facilities Inc. (WFI) 
Bridge Pointe Corporate Centre 
4810 Eastgate Mall 
San Diego, CA 92121 USA 
www.wfinet.com 

 
WBE is currently doing substantial traffic signal work in San Francisco; they 
have a strong relationship with the Labor Unions who would be involved in a 
City-wide wireless deployment.   

 
Cisco has specialized training and a formal certification process with a variety 
of opportunities for individuals and entities to ensure expertise in the 
installation and configuration of Cisco wireless equipment.  Another creative 
avenue for installation services involves leveraging City College of San 
Francisco’s Cisco Networking Academy program.  City College’s Academy 
program includes a number of students working towards industry-recognized 
certifications, and could represent an excellent  partnership opportunity 
between the City and City College. 

 
 

iii. Telecommunications Provisioning and Services 
 
SF Metro Connect will provision and manage services for the network via the 
Wireless Control System (WCS) Management System. 
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iv. Network Monitoring and Management Services 
 
The Cisco Wireless Control System (WCS) is a scaleable, centralized, 
graphical management interface for the entire wireless system. 
 

v. Network Maintenance and Upgrade Services 
 

Cisco “SmartNet” maintenance service provides “24x7x365” access to Cisco’s 
world-class Technical Assistance Center for troubleshooting support, software 
downloads, and hardware advanced replacement 
 

vi. Business and Operations Support Systems Services 
 
There are a number of Cisco certified wireless integrators in the Bay Area that 
are capable of providing technical support services, and a  number of support 
models for SF Metro Connect and the City to review and consider during the 
design and planning phases of the system. 
 

vii. Customer Service and Technical Support Services 
 
SF Metro Connect will administer NOC and break fix services in a cost 
effective manner that is responsive to customers. SF Metro Connect will make 
a determination what services can be incorporated into workforce development 
activities.  

 
viii. Software Hosting and Facilities Services 

 
Software hosting and facilities services are value-added components that can 
be offered to users and are a potential revenue source for the network.  
SF Metro Connect will build transparent and accountable relationships with 
collaborating service providers.  
 
Pricing, costs, and revenues will be accounted in an open manner with 
proceeds used to support network operations and digital divide programs.     
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ix. Program and Project Management Services 
 
SF Metro connect will use its available resources and extensive experience to 
manage the project within budgets and time schedules towards effective 
achievement of our public benefit objectives.  

 
 

13) What approach can be used to ensure interior-room access for residences, multi-
dwelling units, apartments and/or businesses? 
 
SF Metro Connect will implement a program that incorporates access requests for 
interior locations without access to the exterior network. This service offering will be 
provided outside of network support for the SF Metro Connect External Network. 
SeaKay's approach to the challenge of interior-room access will involve bridging Hot 
spots and Service Providers toward cooperation for the public good.  Private 
citizens and businesses will be invited to host localized hot spots for public benefit 
and to fill in gaps in reception inside multi-dwelling units.  
 
Cisco Networking Academy students will perform site surveys to identify potential 
hosts. SeaKay’s strategy will employ a variety of technologies and business 
partnerships to assist users to build, host and join networks that will promote 
ubiquitous access. 

 
14) How does your approach specifically address the need for indoor coverage above 

the second floor of residential, business and government locations? 
 

SF Metro Connect will offer users in multi story buildings the opportunity to 
participate in the voluntary programs mentioned in #13 with a shared solution for 
common interior spaces. 

 
15) How does your approach mitigate or eliminate the risk of unintentional self-

interference with-and promote cooperation between-other commercial wireless 
ISPs, community wireless groups or other services using unlicensed spectrum? 

 
The Cisco Unified Wireless LAN Architecture provides a systems level view of the 
WLAN.  The intelligent Radio Resource Manager (RRM) software operating within 
the Cisco wireless networking system monitors the RF environment (detecting all 
noise, interference, and rogue access points) and manages the radio parameters of 
the system.  The Cisco wireless networking solution can detect interference from 
APs owned by other individuals and groups and allows these APs to be recognized 
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and categorized as a friendly or threatening network device.  The Cisco wireless 
networking solution will utilize alternative channels and frequencies to minimize the 
effect of interference  (caused by other 802.11 devices or noise sources) and will 
maintain optimal network performance and throughput. 

 
 

16) How does your approach address the need to provide different levels of qualities of 
service, security and other characteristics for multiple “domains” of users over a 
single physical network? 
 
User groups can be segmented into different SSIDs.  Each SSID can be configured 
to support different security policies (authentication and encryption), different quality 
of service (QOS over the air and priority tagged on the wired network) and different 
connections to wired networks (VLANS). 
 
 

17) The City anticipates leveraging the Network for existing and new internal city needs, 
including automatic vehicle location, access by field staff, remote meter reading, 
remote camera and video surveillance.  How would your proposed 
solution/approach enhance the capabilities of the City? 

 
The proposed Cisco wireless network supports a broad array of services (voice, 
data, video, internet access, public services, etc.) that leverage 802.11 and public 
safety (4.9GHz) communications channels and frequencies.  Wireless cameras and 
meter reading devices with 802.11 interfaces will operate effectively across the 
Cisco wireless solution.  In addition to standard data networking applications, Cisco 
has fully integrated location detection and tracking for 802.11 clients, rogues, and 
active RFID devices for indoor applications (leveraging Received Signal Strength 
Indications – RSSI).   
 
Location detection and tracking for indoor 802.11 devices has been a hallmark 
feature in the Cisco Airespace wireless networking solution and has significantly 
lowered the cost of ownership (for the wireless network) for many customers.  
Location information and tracking for 802.11 clients, RFID tags, and rogues in 
indoor environments are provided using the Cisco WCS management system and 
the Cisco 2700 Location Appliance.  Cisco is working to provide accurate location 
detection and tracking in outdoor 802.11 deployments (including this proposed 
network for the City of San Francisco,) and this feature will be available in 2006.    
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Cisco is also working with Pango Networks (http://www.pangonetworks.com/ ) and 
Aeroscout (http://www.aeroscout.com/)  to provide business solutions which 
leverage active 802.11 RFID tags to manage assets and the movement of assets or 
people.  Pango and Aeroscout provide both 802.11 RFID tags and the systems 
which allow tagged assets to be managed effectively by end users who have no 
general network experience or knowledge.  Active RFID based management of 
critical City assets in in-door environments (hospitals, data centers, etc.) may 
provide substantial opportunities for cost savings today.     
 
RFID tags with interfaces capable of reading telemetry data and transmitting it 
through an 802.11 wireless network exist today and could be leveraged by the City 
to read meters or provide a range of other potentially cost saving services. 
 
Cisco has partnered with a number of municipalities to minimize capital, 
deployment, and operational expenses as they deploy high-performance broadband 
wireless technologies to improve services for employees and local residents.   
 
Cisco’s mesh network technology enables cities and their wi-fi partners deliver the 
right solutions with no sacrifice in service quality, enabling public organizations to: 
 
• Enhance Public Safety—with applications such as IP video surveillance and 
traffic monitoring 
 
• Improve Interagency Collaboration—to speed information exchange between 
municipal, county, state, and federal agencies 
 
• Improve Public Service—by providing wireless access to records, files, and data 
in the field 
 
• Increase Economic Development—by forming online community alliances with 
neighborhood groups, schools, and small businesses to promote economic growth 
 
• Improve Transportation Services—with applications to better manage internal 
transportation operations and prevent traffic and public safety problems 
 
• Extend Internet Access—to low-income residents for easier access to community 
resources and services 
 
• Have special or seasonal local events quickly and easily covered. 
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18)  Describe the multi-layered security capabilities of your proposed solution/approach 
and how it might address the need for advanced levels of authentication and 
encryption required for residents, businesses, institutions and government agencies. 

 

Cisco Systems embeds security technologies into ALL its products.  A high level 
summary of the Cisco 1500 Mesh Wireless solution includes: 

• Dynamic WLAN VLAN Assignment + 802.11i WPA/WPA2 Security 

• HW-based AES encrypted Backhaul Links 

• AP Authentication protects against “imitation APs” 

• Secure Control Traffic between AP and Controller 

• IPSec VPNs for “confidential” mesh client traffic 

 
 

 
 
 
 
 
 
 
 
 

19) Describe the way in which prioritization of traffic for municipal use (e.g., public 
safety) is accomplished with your solution, especially in the event of an emergency. 

 
The Cisco wireless mesh architecture is designed for reliability and the support of 
mission critical networking applications.  The Cisco wireless mesh solution features 
self-configuring, self-healing, dynamic path optimization for the routing of traffic 
between APs.   Cisco supports priority queuing in the AP and quality of service 
(QOS) grades over the air for specific users or applications.    
 
QOS can be implemented to prioritize public safety or critical City services over the 
air (802.11) and onto a wired backbone network (Priority Tagging).  Wireless 
network users can be segmented into different SSIDs (we support up to 16 SSIDs), 
and SSIDs can be mapped to the different queues (for example QOS levels of Gold, 
Silver, Bronze).  Additional features for dynamic, intelligent path selection within the 
Cisco wireless network include: 

Controller 

VPNSM 

IPSec VPN H/W AES for 
Backhaul Links 

AP X.509 Certificate Authentication 

802.1x + 
WPA2/AES  

VLAN-1 



San Francisco  
Metro Connect   
 
 
 
 
 

SeaKay and Cisco Systems 26 
 

 

 
 

 

• Adaptive Wireless Path (AWP) Protocol 

• 25 yrs of Cisco routing knowledge + 20 yrs of building RF networks 

• AWP establishes an optimal path to Root 

• Each AP carries feasible successor(s) if topology or link health changes 

 

  Note: AWP uses a “parent sticky” value to mitigate route flaps 
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Appendix 1  City of Baltimore 
 

 
 
 
 
 
CUSTOMER SUCCESS STORY 

 

CISCO WIRELESS NETWORK HELPS BALTIMORE POLICE 

DEPARTMENT SECURE CITY 
 

 
Mobile Offices in Police Cars Gives Officers More Patrol Time and Faster Access to Information 

 

When the Baltimore Police Department (BPD) received the largest grant in 

the agency’s history to update its technology, the communications division 

set out to create a mobile office for patrol cars. This customer success story 

describes how the department: 
 

•  Used Cisco Aironet® wireless solutions to create mobile “hot spots” 

around station houses to ease reporting and file transfers Integrated Cisco 

Secure Access Control Server (ACS) software to lock down the wireless 

access points and protect the BPD network from hackers 
 
BACKGROUND 

Baltimore is the 13th-largest city in the United States. The jurisdiction of the 

Baltimore Police Department (BPD) encompasses 78.3 square miles of land 

and 7.7 square miles of waterway. 

 Since 1999, Baltimore has seen the largest reduction in violent crime of the nation's 25 largest cities—an achievement one 

former police commissioner attributed to better technology and more focused policing. The current commissioner, Kevin P. 

Clark, continues the commitment to using technology to help the city’s police force fight crime more effectively. 
 
 
CHALLENGE 

The communications section of the BPD is managed by Police Lieutenant Craig Meier, who oversees a staff of 250 people 

responsible for all of the department’s voice and data communications, including dispatch, 911, and one of the most exciting 

new programs undertaken by the department—a virtual mobile office for patrol cars. 
 

In 2001, the BPD received US$25.6 million, from the U.S. Department of Justice’s Community Oriented Policing Service 

(COPS) program, which provides funds to police departments to update technology and hire more officers. 
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Approximately US$1.5 million of the COPS grant was allocated for the purchase of a mobile report writing system (MRWS) 

that would allow officers to write, transmit, and file reports directly from patrol cars. “We know from experience that a 

stronger police presence translates to greater public confidence and better crime fighting,” Meier explains. “Our goal was to 

keep officers on the street rather than behind a desk writing reports.” 
 

To that end, the department purchased 160 new laptops to deploy in the field and began planning the required network 

upgrade. “The department started using mobile technology back in 1996 with a private Motorola RF network. Unfortunately, 

the 9600-bps throughput of the network was simply not adequate,” Meier explains. “Using a Verizon cellular digital packet 

data [CDPD] network we could improve effective throughput to 14.2 kbps, but that was still not sufficient to push out 

software updates or large files to cars. We wanted to deploy a higher- bandwidth network that would maximize our mobile 

office in a patrol car.” 
 
 
 
 
 
SOLUTION 

Meier decided to deploy 802.11b-standard access points using Cisco Aironet® wireless equipment. In 2001 Meier had 

upgraded the communications center from hubs to switches from Cisco Systems®, so he was already familiar with the Cisco 

equipment and trusted its quality and performance. 
 

Using the Cisco wireless access points, Meier’s team created “hot spots” around nine police district station houses. Each 

station house has two separate access points that cover the parking lot areas. When officers pull in for shift changes they can 

upload and download files and reports directly from their patrol cars. 
 

Each patrol car is equipped with a modem that includes a wireless CDPD card and Cisco Aironet 350 Series wireless client. 

The modem first looks for a Cisco access point. If there is no access point within range, the system buffers the data and 

then transmits it using the CDPD network. The handoff from one network to another is transparent to the officers. 
 

PacketCluster Patrol software from Aether lets officers write offense reports electronically, or access the network to check 

records for licenses, people, weapons, or boats. The software can also break down small images, such as mug shots or photos 

of missing children, into smaller packets to send across the CDPD network. In addition, the department’s computer-aided-

dispatch system is connected to PacketCluster and uses the Cisco wireless network, so all calls dispatched to an officer through 

the system appear on the laptop screen. “This gives us an alternate path for our dispatch calls, which now gives us a backup if 

the radio system is down,” Meier explains. 
 

The department installed Cisco wireless access points but originally the only way to lock down the access points was through 

a wireless security standard called Wired Equivalent Privacy (WEP). However, the security provided by WEP was inadequate: 

In WEP, the encryption keys are static, which means intruders can get access or control of the device quite easily. “These 

access points are direct links to our network,” Meier explains. “Without adequate security, 802.11b is just an open door to 

your network. So we purchased Cisco’s Secure Access Control Server software.” 
 

Cisco Secure ACS software controls the authentication, authorization, and accounting for users accessing the department’s 

wireless network. Meier’s team controls who has network access, determines what types of network services are available to 
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users, and tracks all user activity on the network. 
 

At the same time, Meier installed a new Cisco PIX® Firewall. “Our old firewall was just not adequate. The PIX product 

is more robust and gives us intrusion detection so we are able to better secure the entire network.” 
 
 
RESULTS 

The mobile office running over the Cisco infrastructure has been deployed since August, and Meier says the department is 

extremely pleased with the Cisco network. According to Meier, the network has contributed to the improved efficiency and 

effectiveness of department administration. “We estimate that we’re saving at least an hour of each officer’s time per 8-hour 

shift—time that they can spend on the streets rather than in the station house doing paperwork or looking for information.” 
 

The system has also reduced the growing demand on the department’s radio network, which had previously experienced such 

overload that there were actually moments when officers couldn’t use the radio to answer dispatch calls or report situations. 

Now officers are communicating with dispatch through their laptop computers over the Cisco wireless network and the 

demands on the radio network have dropped substantially— from around 40 percent utilization to 20 percent in an average 24-

hour period. 
 

Officers also feel more secure about the confidentiality and the security of their communications. The department upgraded 

to a digital radio system in 1999 to prevent unauthorized monitoring of police communications. But new scanning 

technology has compromised the security of even the digital system. With the new wireless network, however, officers use 

their laptops to transmit information securely. 
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Appendix 2 City of Fredericton, New Brunswick, Canada 
 

 
 
 
 
 
CUSTOMER SUCCESS STORY 

 

CITY OF FREDERICTON CREATES FREE, CITY-WIDE WIRELESS 

NETWORK, WITH HELP FROM CISCO 
 
 
 
EXECUTIVE  SUMMARY 

 
CUSTOMER 

•  City of Fredericton, New 
Brunswick,Canada 
 
INDUSTRY 

•  Local government 
 
RESIDENTS 

•  85,000 
 
BUSINESS CHALLENGE 

•  Compete against better 
known-cities 
on the Eastern seaboard 
 
•  Encourage economic 
development 
by attracting and retaining 
technology 

companies 
 
•  Continue to take full 
advantage of 
the city!s existing IP 
infrastructure 

investment 
 
NETWORK SOLUTION 

•  Cisco community area 
wireless 
networking 
 
BUSINESS VALUE 

•  Promotes Fredericton as an 
technically innovative, 
business-friendly city 
 
•  Cost-effectively provides 
mobile workers with innovative 
tools to do their jobs.  
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Free City-wide Wi-
Fi Network 
Connects for the 
Future and 
Attracts 
 
Business 
Opportunities 
 

With help from 

Cisco, the City of 

Fredericton 

created the “Fred-

eZone,” a free, 

city-wide wireless 

network. This 

innovative 21st 

century economic 

development 

tool is helping 

attract and retain 

knowledge-based 

companies and 

computer-savvy 

residents. 
 

 
                                                                                                               

 

 

BUSINESS CHALLENGE 

The city of Fredericton, the capital of the province of New Brunswick in eastern 

Canada, has high hopes for its future. It may not have the bright lights or urban 

atmosphere of Toronto or Boston, but it’s got vision. Home to numerous federal 

government Fredericton boasts the highest number of engineers per capita in Canada. 

Dozens of information technology, engineering, and consulting firms based in 

Fredericton do business worldwide. 
 

To differentiate itself from other communities, and retain and attract more technology 

companies, Fredericton city leaders knew they had to offer more than the prospect of 

good schools, a highly educated populous, affordable housing, and lovely river-side 

ambiance. In 2004, Fredericton became the first city in Canada and one of few in 

North America to achieve International Organization of Standardization (ISO) 

9001:2000 certification, a rigorous international management quality standard 

encompassing policies, procedures, technologies, and resources. 
 
 
City of Fredericton 

 
 

“We want to give our business community and professionals the best possible tools 

and promote Fredericton as an innovative, business-friendly city,” explains Maurice 

Gallant, chief information officer (CIO) for the city of Fredericton. 

 

In 2000, the city built a fiber-optic network with business and community partners to deliver low-cost broadband 

connectivity to government agencies, businesses, and educational institutions. Twenty-five kilometers of fiber cover the 

major downtown area; point-to-point wireless technology connects remote sites such as the nearby airport. 
 

Three years later, to further encourage economic development, Fredericton once again turned to advanced technology. 

Gallant and Don Fitzgerald, executive director of Team Fredericton, the city’s economic development department, came 

up with the idea of building a not-for-profit, community- wide, high-speed Wi-Fi wireless network to offer residents and 

businesses free or highly discounted Internet access. 
 

The city council not only embraced the idea, it issued its own challenge. As Fitzgerald recalls, “The council members told 

us our timeline was not aggressive enough, gave us more money, and asked us to complete the project in half the time 

originally allotted. I’m very thankful that we have a visionary council, but that presented us with some real deployment 

challenges.” 
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Gallant and his staff had been experimenting with 802.11 wireless technologies from various vendors in their testing lab, 

but suddenly they had to prepare for prime time. 
 
 
 
NETWORK SOLUTION 

When the city’s IT staff began to discuss the idea of the city’s community-based Wi-Fi network project with other city 

organizations, no one quite believed it could be done. “But we knew that we could achieve our goals if we found the right 

partner,” Gallant says. “We wanted someone that had a proven track record, the expertise, and the right product set.” 
 

Gallant approached top networking vendors along with local telecommunications and cable companies and issued a 

formal “expression of interest” request. According to Gallant, Cisco Systems®  came in with a superior solution because 

its access points could be configured and monitored with sophisticated remote-access software. He summarizes, “Cisco®  

got it; the Cisco team essentially said, ‘Yes, we can do this. In some areas, we’ll need to do some additional engineering, 

but we can do that together.’” 

 
 
 
 
“The Cisco team worked tirelessly with us to fine tune the signal overlays, resolve radio signal 
interference 
 
issues, and educate our people so we could sustain the network after it was completed. It!s this kind of 
 
aftercare, the concern for us after the sale was completed, that was really refreshing.” 
 
— Maurice Gallant, Chief Information Officer, Fredericton, New Brunswick 
 
 
 

The involvement of an industry leader like Cisco lent additional credibility to the project, and partners in the community 

began to step forward and provide infrastructure such as rooftops, electricity, and retransmission sites. The local office of 

the Canadian National Resource Council also provided expertise and suggestions, and “Fred-eZone,” a 802.11g Wi-Fi 

community network, became a reality. 
 

Fred-eZone consists of over 200 Cisco Aironet®  1200 Series access points (APs) located throughout the city and 

airport—essentially forming one large, almost contiguous hot spot. Fred-eZone covers an area of almost 30 square 

kilometers (11.5 square miles) or 48 percent of the city. The 

Aironet APs have proven a good fit because of their rugged design, antenna versatility, and broad operating temperature 

range. But absolutely critical to the Fred-eZone implementation is the remote management and monitoring capabilities of 

the Cisco Wireless LAN Solution Engine (WLSE). APs at the edge of the network are aggregated on assigned virtual 

LANs (VLANs) using Cisco Catalyst®  2940 switches which connect back to a Layer 3 

Cisco Catalyst®  3750 Switch, the community network core router. Ultimately, all traffic destined for the Internet is 
routed through a Cisco 2821 
 
Integrated Services Router which serves as the network Internet gateway. 
 

Fred-eZone is an open-access network, so access control is not a concern for Gallant and his IT staff, but denial of service 

and other Internet threats are. Cisco IOS®  Software security and management capabilities enable Gallant and his staff to 

easily monitor and troubleshoot the network and respond to any attacks. Gallant notes that the reliability of the wireless 
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network has been impressive; the city has seen very little down time. 
 

The Fredericton IT department completed the Fred-eZone project on budget, and on schedule, and both Gallant and 

Fitzgerald attribute their success to their project partners. Says Fitzgerald, “The Cisco sales and technical team and the 

company’s local resellers were really anxious to get involved beyond simply just selling us equipment, and that’s made a 

huge difference in our project.” 
 

Gallant agrees. “The Cisco team worked tirelessly with us to fine tune the signal overlays, resolve radio signal 

interference issues, and educate our people so we could sustain the network after it was completed. It’s this kind of 

aftercare, the concern for us after the sale was completed, that was really refreshing.” 
 
 
BUSINESS VALUE 
 
With Fred-eZone, the city hopes to attract and retain residents, businesses, and students, who will become the next wave 
of entrepreneurs. 
 

New Brunswick business leaders heartily support the city’s efforts. Ryck Bourgette, general manager, Fredericton Mall, 

remarks, “Fred-eZone opens up a world of opportunities to work with. I have stores like Staples who are being given new 

industry capabilities, while computer stores are selling adapters and upgrades.” John McLaughlin, University of New 

Brunswick president, says the network has benefited the university significantly. 

“We live in a time with intense competition for student and research dollars. To have a competitive edge, we need to not 

only attract the best and brightest faculty, we must also create an innovative environment and community.” 
 

As Fitzgerald points out, “As a municipality, we already provide infrastructure—roads, sidewalks, and water distribution 

systems—we’re just adding connectivity to the list. Projects like Fred-eZone contribute to Fredericton’s image as a smart, 

progressive city, a place where people want to live, play, learn, and work.” 
 

“One of the things that makes our Wi-Fi network so cost effective is the cooperative model we use,” Gallant continues. 

“Institution, government, and business customers contract for certain amounts of network bandwidth that we manage. But 

since our customers seldom consume their maximum allotment, we take that unused surplus and make it available to the 

Wi-Fi network. That’s how we’re able to fund the free service with a minimum impact to our revenue and expense 

statement.” 
 

Fred-eZone also gives Fredericton’s city staff widespread access to the network tools they use to do their jobs. “It’s not 

productive for our workforce in the field to run back to home base every time they need access to a document or look up 

information,” reasons Gallant. “Having the right technology in place makes our municipal staff more nimble, more 

efficient, and more productive.” 
 

It didn’t take Fredericton’s Fred-eZone project long to attract attention. “Our Fred-eZone implementation has created 

more publicity and attention throughout North America than any other single thing we’ve done,” admits Fitzgerald. 

Stories have appeared in major Eastern city newspapers and on Web sites worldwide and, last year, the city won the 

national Canadian Information Productivity Award (CIPA), in recognition of its IT innovation and implementation 

excellence. 
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NEXT STEPS 

Gallant explains that Fredericton was able to cost-effectively build out its wireless network because the IP network 

foundation was already in place. And the IT staff continues to introduce new cost-saving technologies and services to get 

the most out of its Cisco IP Communications infrastructure. The IT staff has begun to test voice-over-IP (VoIP) services 

over the wireless network using Cisco Call Manager voice management software. If adopted, mobile city workers will be 

able to make calls using special IP-enabled PDAs anywhere within the city’s hot spot range. Fredericton hopes to see net 

savings of up to CA$80,000 per year on telephone, cell phone, and land mobile radio (LMR) transmission expenses by 

deploying wireless VoIP, plus lots of added functionality. 
 
The city IT staff also plans to test wireless Web camera technology for property perimeter surveillance, and traffic and 
traffic signal monitoring. 

“Rather than travel back to a base station to obtain signal history or manage signal synchronization, our engineers will 

handle it from the field,” Gallant explains. 
 

Gallant has some advice for cities contemplating a project like Fred-e-Zone, “While municipalities have some core 

expertise and infrastructure, we are not typically experts at telecommunication or communication technology, so surround 

yourself with partners like Cisco who know what they’re doing.” 
 
 
 
FOR MORE INFORMATION 

Cisco Systems has helped large and small municipalities transform their operations and expand services to their residents. 

To learn more about how Cisco Metropolitan Mobile Network solutions can help your community, contact your local 

account representative or visit http://www.cisco.com/go/mirrmn   http://www.cisco.com/govnow.  

 
To find out more about Cisco Solutions and Services, go to: http://www.cisco.com 
 
To find out more about Cisco Local and Provincial Government Solutions, go to: http://www.cisco.com/go/localgov 
 
To find out more about Cisco Wireless Solutions, go to: http://www.cisco.com/go/wireless 
 

This customer story is based on information provided by the City of Fredericton, New Brunswick, Canada, and describes 

how that particular organization benefits from the deployment of Cisco products. Many factors may have contributed to 

the results and benefits described; Cisco does not guarantee comparable results elsewhere. 
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